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" Human Rights Committee, General Comment No. 34, 2011.

2 Office of the High Commissioner for Human Rights (OHCHR), The Right to Privacy in the Digital Age,
A/HRC/39/29, 3 August 2018, para 10.

3 UN Human Rights Council (UNHRC), Resolution 20/8, 16 July 2012.

4 Organization for Security and Co-operation in Europe (OSCE), Joint Declaration on Freedom of Expression
and the Internet, 2011, para 3.

5 OHCHR, Report on Internet Shutdowns, 13 May 2022, para 13.
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6 UNHRC, The Promotion, Protection and Enjoyment of Human Rights on the Internet, A/HRC/38/L.10/Rev.1,
July 2018.

7 Human Rights Committee, General Comment No. 34, paras 12, 39, 43.

8 The United Nations Guiding Principles on Business and Human Rights: Implementing the United Nations
‘Protect, Respect and Remedy’ Framework (The Ruggie Principles), A/HRC/17/31, 21 March 2011, Annex.
The UNHRC endorsed the guiding principles in_Resolution 17/4, 16 June 2011.

9 UNHRC, Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of
Opinion and Expression, Frank La Rue, A/HRC/17/27, 16 May 2011, paras 75-76.

10 OSCE, Joint Declaration on Freedom of Expression and the Internet, 2011.

" Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and
expression, A/HRC/32/38, 11 May 2016, paras 40—44.

12 A/IHRC/32/38.
13 A/IHRC/32/38, para 43.
4 AIHRC/32/38.
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5 OSCE, Joint Declaration on Freedom of Expression and ‘Fake News’, Disinformation and Propaganda, 3
March 2017.

8 Manilla Principles on Intermediary Liability.
7 A/HRC/39/29, paras 34-35, 39.

'8 Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and
expression, 30 March 2017, A/HRC/35/22, para 20.
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9 Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and
expression, 17 April 2013, A/HRC/23/40, para 23.

20 A/HRC/23/40, paras 23, 68—69.

21 Human Rights Committee, General Comment No. 31, para 8.
22 UNGPs.

23 UNGPs, Principle 1.A.1.
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Application of the Guiding Principles on Business and Human Rights to the Activities of Technology
Companies, 21 April 2022.

25 The Santa Clara Principles On Transparency and Accountability in Content Moderation. Since 2018,
twelve major companies — including Apple, Facebook (Meta), Google, Reddit, Twitter (X), and Github —

have endorsed the Santa Clara Principles and the overall number of companies providing transparency and
procedural safeguards has increased, as has the level of transparency and procedural safeguards provided
by many of the largest companies.

26 GNI, Implementation Guidelines, Guideline 3.3(a).

27 GNI, Implementation Guidelines, Guideline 3.2(b).

28 GNI, Implementation Guidelines, Guideline 3.3.
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29 8. McKune, The Contestation and Shaping of Cyber Norms Through China’s Internet Sovereignty Agenda,
International Journal of Communication, 12 (2018), pp. 3835-3855, p. 3837.

30 China Daily, Official Calls for Advancing Cyber Civilization Progress, 29 August 2022; J. Costigan,
Determining the Future of the Internet: The U.S.—China Divergence, Asia Society Policy Institute, 19 January
2023.

31 Freedom House, Freedom on the Net 2023: China.

32 J. Nicas, R. Zhong, and D. Wakabayashi, Censorship, Surveillance and Profits: A Hard Bargain for Apple in
China, New York Times, 17 May 2021.

33 J.Q. Ng, Tracing the Path of a Censored Weibo Post and Compiling Keywords that Trigger Automatic
Review, The Citizen Lab, 10 November 2014.
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52 China Law Translate, PRC National Intelligence Law (as amended in 2018), unofficial English translation,
27 June 2017, Articles 7 and 16-17.

53 China Law Translate, Counter-espionage Law of the P.R.C. (2023 ed.), unofficial English translation, 26
April 2023, Article 25-26 (among others).
54 R. Davis, China’s New Internet Censorship Rules Outline Direction For Content, Variety, 3 January 2020.

%5 For an explanation of ‘Xi Jinping Thought’, see ARTICLE 19, The Digital Silk Road: China and the Rise of
Digital Repression in the Indo-Pacific, 2024, p. 18.

56 China Law Translate, Provisions on the Governance of the Online Information Content Ecosystem, unofficial
English translation, 21 December 2019, Articles 21-25.

57 China Law Translate, Provisions on the Governance of the Online Information Content Ecosystem, Articles
12-14.

58 China Law Translate, Provisions on the Governance of the Online Information Content Ecosystem, Article
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59 China Law Translate, Provisions on the Governance of the Online Information Content Ecosystem, Articles
15-17.
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Recommendation Management Provisions — Effective March 1, 2022, unofficial English translation, DigiChina,
10 January 2022; for another version, see China Law Translate, Provisions on the Management of Algorithmic
Recommendations in Internet Information Services, 4 January 2022.

61 A. Liang, Chinese Internet Giants Hand Algorithm Data to Government, BBC, 16 August 2022; M. Sheehan
and S. Du, What China’s Algorithm Registry Reveals about Al Governance, Carnegie Endowment for
International Peace, 9 December 2022.

62 China Law Translate, Provisions on the Management of Internet Post Comments Services, unofficial English
translation, 17 November 2022.
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Working, Wall Street Journal, 30 January 2017; L. Hornby and Y. Le, China to Require Internet Domain Name
Reqistration, Reuters, 22 December 2009.
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Journal (blog), 4 June 2014; P. Mozur and V. Goe, To Reach China, LinkedIn Plays by Local Rules, New York
Times, 5 October 2014.

85 P, Mozur, R. Zhong, and S. Lohr, China Punishes Microsoft's LinkedIn Over Lax Censorship, New York
Times, 18 March 2021; L. McLellan, The Last US-Owned Social Media Platform in China Is Closing, Quartz,
14 October 2021.

% Google, A New Approach to China, Official Blog, 12 January 2010; M. Sheehen, How Google Took on China
—and Lost, MIT Technology Review, 19 December 2018.

67 Amnesty International UK, Google: Drop Project Dragonfly, 18 May 2020; J. Su, Confirmed: Google
Terminated Project Dragonfly, Its Censored Chinese Search Engine, Forbes, 19 July 2019.

68 |_. Khalil, Digital Authoritarianism, China and COVID, Lowy Institute, 2 November 2022.

23


https://www.wsj.com/articles/mark-zuckerbergs-beijing-blues-1485791106
https://www.wsj.com/articles/mark-zuckerbergs-beijing-blues-1485791106
https://www.reuters.com/article/us-china-internet-idUSTRE5BL19620091222
https://www.reuters.com/article/us-china-internet-idUSTRE5BL19620091222
https://www.wsj.com/articles/BL-CJB-22547
https://www.nytimes.com/2014/10/06/technology/to-reach-china-linkedin-plays-by-local-rules.html
https://www.nytimes.com/2021/03/18/technology/china-linkedin-censorship.html
https://qz.com/2074096/linkedin-is-closing-in-china-and-launching-a-site-with-no-sharing
https://googleblog.blogspot.com/2010/01/new-approach-to-china.html
https://www.technologyreview.com/2018/12/19/138307/how-google-took-on-china-and-lost/
https://www.technologyreview.com/2018/12/19/138307/how-google-took-on-china-and-lost/
https://www.amnesty.org.uk/article-google-drop-dragonfly
https://www.forbes.com/sites/jeanbaptiste/2019/07/19/confirmed-google-terminated-project-dragonfly-its-censored-chinese-search-engine/?sh=6f3a7a587e84
https://www.forbes.com/sites/jeanbaptiste/2019/07/19/confirmed-google-terminated-project-dragonfly-its-censored-chinese-search-engine/?sh=6f3a7a587e84
https://www.lowyinstitute.org/publications/digital-authoritarianism-china-covid

’ ARTICLE 19
9535+

oL Slis sy il s s LS it o ¢ s (s syl
ool Al 1% casay asesls L o sl Lol «ol o3l E diaS, s 68850 o ile)L Ml LS
2595 T050d5s G339 s LS5 Lo s ey Y 250 (5342 (S 03 (595 i oo 235 S 1 Lesd (fanal L3
cralind Wy Sardf (Sonm Biigl anySia el (s pliaS ot Wit oy olualals (025888 Jolalls ianasr
Wb Ly it el ShSin obslen Gl diyulissyd 51 wodlys waubuasions 5§ b0
G5590 Sllodbo » saiban laegd s58ga cllunS (5,548 i useioyay 6585 7100 0 o yus paciililisag) 235
39390 s Iolyos o Wiladsy gam asar Ly 5,00l ey Tl 2ags Lol ja0gd5 05 « gptyas e,
ool Jlojgh 4zl o5 Lot Gy o35 sy LML DI aSiliity 15295 5o 4z yaS woglyn g Lo gyl
oot pealls Ludlpn 35890 elibuinS 1, ilas 85890 S 1S Lo Widgl osgifs palsas s 05355 ossan

T3 LU Gibiloaibiaggs anluls Luigils calys

osaas (FTIPE) azipas ByteDance)«dysslos ooomyy lador 50 Esjalias s sd3ls 53y S0sgK385-
S8 0h Mgl gl lias «j5285 55,500l ppdas Sosad walys BlogfSie Wslasgs ks (o)), (5, 0uels
WS oWSgs s S o5Le TikTok L goudias 3 (Bl S TR PERY: Tiktok),al,45 P_z)__glj o985 6 pligsls
Gridiboaacialid 5 0age il (dasas ks WLl 5855 gaedd LeMidasas Soadaliar osean oald
el LA i S ol 3315 oS s Bty S3m 5885 s Shelln Thss gl
B elols a5 35 pols BLACAC) s 53050 33l 55 5885 s ianpn e
s 2 i s 100 i3S Eigy wavser hble s ol Mpiian (i) 555 asaasS
Sl oS ooliio)oes dliioigs omdlo)lS 1o (OaSLS sl Hogfn sy pranky-2021 .75 s 35
sl Y5 paly S s (S5 jan € pdyds Gpige clladion OaiSandaS Wl Lrsglys ogalls dlisas, s
Cmpaoas LW 5 Slassadld o jas o posuiias Elilsl» Els (ByteDance)«dosslos ooy S pailass 35
S 515018 L s 5 M S i 5 L85 Bl 5 Sonmars it 5l 5500005

R SOLE] tfl.A.LADL)b d_<>)_u addo él.u_:)_u G.M_:l_@» 5A.A.la3 Fo,45 o U")M éLA.l—?O?—A—MJl_)éA Le TikTok 6)_J_v5)33 JA—’)_ADLA_) J..Aj
T oads Guid Gilsloouls jegas

oslesgs e (ByteDance)«dgsslos et rle b s dsaS s Waseso s ojae Slals cols 159883
JEPQURIUCC PN 2 S E RO 23 R ETeRy WERE SENEE e SV O HNUE A
35350 SLL 313558 s g€ il ks oulelys il ol sl o3 ,elenne 5 s

sabd Mooty (S5 MBgw o §ouSpulsaS ot 0 jae (5aS5a0 0305 Tan se95 Gidilioald a0

69 J. Horowitz, China to Send State Officials to 100 Private Firms including Alibaba, Reuters, 23 September
2019.

70 Reuters, Fretting about Data Security, China’s Government Expands lts Use of ‘Golden Shares’, 15
December 2021; P. Frater, Chinese Government Taking Stakes in China’s Top Video Streaming Platforms,
Says Report, Variety, 13 January 2023.

71 Khalil, Digital Authoritarianism.
2 Ranking Digital Rights, The 2020 RDR Index, 2020.

3 Baidu, Baidu Releases Human Rights Policy, Business & Human Rights Resource Centre, 11 November
2020.

74 TikTok, Government Removal Requests Report, 12 May 2023; Wall Street Journal, TikTok to Stop Using
China-Based Moderators to Monitor Overseas Content, 15 March 2020.

5 8. Lu, | Helped Build ByteDance’s Censorship Machine, Machine Learning Times, 18 February 2021.

Y. Yang and B. Goh, Beijing Took Stake and Board Seat in Key ByteDance Domestic Entity This Year,
Reuters, 17 August 2021.

7 J. Zhang, Why Won't Chinese Companies Talk to Us? It's Complicated, Ranking Digital Rights, 2022.

24


https://www.reuters.com/article/us-alibaba-china-party-idUSKBN1W80DO
https://jp.reuters.com/article/china-regulation-data-idCAKBN2IU2B7
https://variety.com/2023/biz/news/china-government-shares-video-streaming-1235488539/
https://variety.com/2023/biz/news/china-government-shares-video-streaming-1235488539/
https://www.lowyinstitute.org/publications/digital-authoritarianism-china-covid
https://rankingdigitalrights.org/index2020/
https://www.business-humanrights.org/en/latest-news/baidu-releases-human-rights-policy/
https://www.tiktok.com/transparency/en/government-removal-requests-2022-2/
https://www.wsj.com/articles/tiktok-to-stop-using-china-based-moderators-to-monitor-overseas-content-11584300597
https://www.wsj.com/articles/tiktok-to-stop-using-china-based-moderators-to-monitor-overseas-content-11584300597
https://www.predictiveanalyticsworld.com/machinelearningtimes/i-helped-build-bytedances-censorship-machine/11998/
https://www.reuters.com/world/china/beijing-owns-stakes-bytedance-weibo-domestic-entities-records-show-2021-08-17/
https://rankingdigitalrights.org/2022/04/27/why-wont-chinese-companies-talk-to-us/

’ ARTICLE 19
9535+

S s (Apple)ls Sosg€383 ¢ sliisas Jluw

Gl Suyae lsledoS OWsle 595 @l ,as8,5S 156885 allsy el Microsoft L., (Apple) oS oo LG
058 s p¥gmas Bl ot LB) Gliomannls pas 5285 S s Apple Ludgs o883 5 0 dluis plsaS s Wiss
él.u.u.aS}_A...o Apple ‘oA.l.u.qu U"“")’u u_l.u—2023) [o.a_cbé.n GA.A_)I_QI_’ A5dDd> GQJ).AS °3 (5.&.&]5)5.“4‘)53 sz_fjéb uo.....a_'-‘:
(e S (grbagh lald (palyg 3y J5S5dy ELud S oty L pllys (0,018 5)Lks 24 (oS laliS (005880
Pl (5 K iy Sy 35890 LS @ 5 Oy il (34890 dldinS S, Apple 78G5 Wl
“pazdss lalgs (5,850 deusein Iadlgads loosoloniingd st 33850 cldunS | ilas o5 3550 walys (il losilis
‘d_ff_g OA.L.; u,..AL_e s 50 Lu_’é_:l_e g;m_ls_s Ay jo0 U.M_L_e 2545535895 Ls)\léj )4545 éa.Jlj FLOPIy By U_,_.MLS Jawds 45
e o EL5g880e S s Apple azjaS Ly ansadasds TIGaio 5 Lasalis s 3o» Loy 33850 SllisnS
bl 538 68382 1adlgeds amidS LoodS donndsy aSian 39 o dsas¥l5 5lilesd 35 805,500 afipaS o ladas

385 3 PR St i3S 358 o o S e el SoaiaSh o s Apple
s oloils S IT ) )50 oy (oo yabasSidinas Guidasan 555 dlsjaliaSy 158 G,L (Soszed oalgs
Siis oS Apple ol Calas i )5 aluliseyloed 50 deinon 1338 165« J0-2016 . alaS s Gl
FSNEESIURRCEINE SNCR NULINCICIC RGO SOENE SN2 S ICRCRPACH EICRI: [NV ST
Apple 122020 ., S3lln csods iSmsS sininikid | dlivales 3o Jallgnes lails o Ll o s

Bl s jalued o lioosandaS oo €Ll S oocisd fiols 558 8lits s Al 98350 1S

a8 ol e i 5 (5l s aliades lsl)aSolioglnd 33 o jalias 3L 5835 wsym opoonku-2023
minsiad ol S5 B gy kS oSV ol g el s MantS 588 5 Lianss 25 Apple
050 po S3elle 5o Foalaly luns 15 (335 S o Apple ioMsls (5,055 (Jo-2023 Lesas ssoudosles
o5 YouTube .Instagram . ilooly pouiSss a8 dlawS o Apple Lis 055385 Wiels [Soga «nliaie as
99,5982 sl a8 5,¥85 JaladStalas (WS Wyl 5yalas aSsalSar 155833~ 5J s WhatsApp

B3 s ooy 5,985 5,18 il VPN pasls

o> 5Sya aiamas  pewliow 1558352 g 2033585 5uS ot Apple (sl oanlis ) sl pipdds ol Sisesls 4
ptbisas . 488 Gl 238 aSoudias 5448 BLLLE 13588 o linadys ) S50 atissae o SulsaSiofd ford8 3 jalas L], 18
Lo Lsboglas blo Elaggs Sl Apple vageivlis 35 1o JUls 8ls S endly - gin Soanlu-2021
ol s 91% EliciagSse o535 pilyr aSied9 9255 wad 1217 azexly-2020 poly-2018 Y35« awluls
3 o S S 253 bl i Ll 1 il o5 sl o il el o b Bz el

78 F. Laricchia, Revenue of Apple by Geographical Region from the First Quarter of 2012 to 3rd Quarter 2023,
Statista, 17 May 2024.

® Apple, Our Commitment to Human Rights, 2020.

80 For more on Apple’s actions in China, see M. Caster, Blog: Apple Says It Cares about Digital Rights.
Unless You're in China, ARTICLE 19, 13 July 2021.

81 J. Porter, Apple Closes Chinese App Store Loophole, Causing Thousands of Games to be Removed, The
Verge, 22 June 2020; Al-Jazeera, Game Over: Apple Removes Thousands of Titles from China App Store, 15
July 2020.

82Y. Kubota, Y. Jie, and A. Tilley, Apple’s Latest China Challenge: A Crackdown That Could Shrink Its App
Store, Wall Street Journal, 29 September 2023; Apple Developer, Reference: App Information; W. Davis, Apple
Is Locking Down the iPhone App Store to Comply with a New Law in China, The Verge, 3 October 2023.

83 Kubota, Jie, and Tilley, Apple’s Latest China Challenge.

25


https://www.statista.com/statistics/382175/quarterly-revenue-of-apple-by-geograhical-region/
https://s2.q4cdn.com/470004039/files/doc_downloads/gov_docs/2020/Apple-Human-Rights-Policy.pdf
https://www.article19.org/resources/apple-cares-about-digital-rights-unless-youre-in-china
https://www.article19.org/resources/apple-cares-about-digital-rights-unless-youre-in-china
https://www.theverge.com/2020/6/22/21298811/apple-chinese-app-store-loophole-unapproved-regulators-censor
https://www.aljazeera.com/economy/2020/7/15/game-over-apple-removes-thousands-of-titles-from-china-app-store
https://www.wsj.com/tech/apple-china-met-to-discuss-beijings-crackdown-on-western-apps-2219afcb?mod=followamazon
https://www.wsj.com/tech/apple-china-met-to-discuss-beijings-crackdown-on-western-apps-2219afcb?mod=followamazon
https://developer.apple.com/help/app-store-connect/reference/app-information
https://www.theverge.com/2023/10/3/23901205/apple-app-store-government-license-china
https://www.theverge.com/2023/10/3/23901205/apple-app-store-government-license-china
https://www.wsj.com/tech/apple-china-met-to-discuss-beijings-crackdown-on-western-apps-2219afcb?mod=followamazon

’ ARTICLE 19
9535+

5 55 55.000 s ysonler- 2017 casmaind jamfo 8L s Sl o din BHgals JSsas s 40% dlupes
aSyaladso) 4o S Apple .aS3 g3 polind (Slo a8 afh hagtease, o 598 Gibilaly cule QJM*S§°
(Slle o plingh Lasygitioh GuSuliaSiess 5058 (5yabeed (pauSsligh SLoY el Sy lilise 5 cofygaly il b
Olinlyy pdas (85,5285 (5yabas dainS s Apple Elsjalsyay pons o o 5B (S cdly Fpgo-gi»
6,8 e Aliognliza ale (53¥,950) u"ﬁ)}“‘s“-’ Sodoncd S fosalgeds

s lilSa550 [ Coe LS5 Sl s Apple . o dleilsl solo ElicSgs s s, Apple
b paS i il Gl W 4_64_/_(49 GGG Slapas poialiagy alio,iaf ELigs
ud_C/j/}}I_»}vjudlu dajj&u}.uzt_md_z d_L)d_J uuo}wb}.o

LS g «5, L U&.’)’!Sd_) oilisgs 5853050 305355 (Tech Transparency Project)« ,5313,55 ik, Sl uses»
)l_:dsd_: l_....Jj_’ )4_144_: L3 u)ljj_s UA.AS)_A—MJ Apple qu.».JLQ ‘ujjﬁ" UAS_:AS «_Jl_ej_) k-)d.' 3200 oA.Am_a LSL’ i . AMM
Baizegd Losdd Gonndyy plivsgalanys sods (oaaSslish Waadiels oad ojaluad aS5eS Qlgy 5 cazjaS 352 4235
EloinS i Apple «anluls alSidiasias gy salsgssy Elo jalhas & Ladgy 39S e e ELo « 530588 il lSLsls
Aoragigh u_':)c\_l_:dj u.f.n.)._’é.,a) ))15) G.J)l_'il_'é J.M_l.um_o +LGBTQI 0§ Sl ‘u_»_s ‘(5559—“’ ellens
uuuu Lc)u_)yl_e U_iu oloals &?,um JMM_LU GM.MLA_M) s uuﬁjj_m _l.w),lpémwcu VPN @J)l_, JMS)M
u...:LA AMA_’ QS.A_) él.u_mj).a..u R VY-R-) ‘Lgm.l_..:l_, Maj)jbﬁ_: u.u;.a.l_rd_: VPN u_:.wajs «_J4_> u}L.:L: UJA.A.LU-2017

86 L O . Z v, 2] . sl 1 ve . ° .
sags Lo )gitigh (89,55 Sty 5285 5)abhas Losgac)as

47)08)i53,b olid (53,4l 48333 iy 938 (35,5008 lfle Gaied Lia)l8 Loy Elig€85e ey S o Apple
oo poasds Bamege AirDrop dlos s Apple Woriobl [Lo-2022 (Jemndss pdas o3l w0 SoS aias
HlosgalSas dél_vé.u.o 10 o, oanan R Ot jalans u.ué_:j_,l_: S s Apple sosaSsaliss RESHRVEC
e AIrDrop « g, sl 53,5800 13285 ddsadgsy Jauls-6 Lo-2023 Joo,al dab oo lie Lo jdised 5)lauais
(53, Lo 31595 ginmngu¥ dliic LS 350 losalSas sue Ve v isdman Dazade e ilisel
Sesgnls L B8 s potnds a5 i35 Ly i Sgn Sondes-2022 8L s Apple Lovs
HpSage 58050 a3 Qlabkd alo G ludoasas 6335 SSb Sl

. 9_>l_9 u‘i“" US_D «u-’j-’lj u_f_A_l)d_mm_g )9_:» ‘&_2017 .88 LA_QLo—)j-MA-’?—’ LS)-?-“-’LC)L.’ 4_(_:);_1_34_144 US_._M_QLM: ga.apd.‘d
oY ey oSoneamd 5585 i liloglas ulilo Sl o s (C39€85e S, Apple «anluls oS alialas

84 Nicas, Zhong, and Wakabayashi, Censorship, Surveillance and Profits.
8 Tech Transparency Project, Apple Is Censoring Its App Store for China, 23 December 2020.

86 UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression,
Letter to Tim Cook, 4 August 2017.

87 W. Chan, Why Is Apple Limiting Chinese Protesters’ Use of AirDrop?, Fast Company, 29 November 2022;
R. Cheung, China Plans New Rules to Regulate File Sharing Services Like Airdrop and Bluetooth, Guardian,
9 June 2023.

88 K. O’Flaherty, Apple Slams Facebook and Google with Bold New Privacy Ad, Forbes, 25 May 2022.

26


https://www.nytimes.com/2021/05/17/technology/apple-china-censorship-data.html
https://www.techtransparencyproject.org/articles/apple-censoring-its-app-store-china
https://www.ohchr.org/sites/default/files/Documents/Issues/Opinion/Legislation/OLOTH.pdf
https://www.fastcompany.com/90817341/why-is-apple-limiting-chinese-protesters-use-of-airdrop
https://www.theguardian.com/world/2023/jun/09/china-plans-new-rules-to-regulate-file-sharing-services-like-airdrop-and-bluetooth
https://www.forbes.com/sites/kateoflahertyuk/2022/05/25/apple-slams-facebook-and-google-with-bold-new-privacy-ad

’ ARTICLE 19
9535+

Lo g8 3 35 tn g a3 Ml lan il Mo S 00 a5 Apple Lizl vt a5,
iy sy ICloUd ELigf85 S Lol Godsy lags Lo 3568 tllilalls QWL o l3850 ool ) Ladse
90,6l )it iaibslioouidslo 1598350 8l Lo g 5

o lglas bl als g, s €85 el aSiddes bt Lk Juoas Liigils lugS35e wiay LiS, s Apple
Lol 315 5l g (L5 Vs 3538355 s oot Son305 L ls s 3, ) onioss
lseferts 32 SalSen et aiinin Y3l G gl splerlm (U5 €8 Bt S
s G5 GBI i Blslas G iyl oS S, ADPle st o
5700 S e (B EHU e S Sl Gl By 038, 5-045) GCBD ey a5y 5885
£ GOBD igSgo 58850 pile s olaly Lapilihas GbLo Sl o (o585 dliis s Apple
23545 livosaling salo ol lils tasas K ond piS,us Apple Sllialss 5 wdler o livoys
L 55 Wiigal5 35 s s o5 SLily 2022 camaio Lt 35 Too ) 385 8Lisygs LS o Apple 91 asat
lopdygess ollrs of s oliniogs 167854 g ylallipinli Soalts esas 1481 Lojls Lo biliglas

2 alinas alo wbedlas silo 4285 emnd %95 ELs aladdas & S i Apple «pdles Slliogunslise

sl o5 oy aleyyo; Lo Gl o s Ly 5 Litao 5 0y S LS (gl Ly S, 5 Apple
Lesgig g alalSap ullisSyaf Lo Sltpulitms LM ELig O (4L 5,5, YSL Siakr ) Wity
gyt XDl i o Lintalo B fagly gy Lsygity phgudSai 1 Lidyy LTAEE (5585 fondes Ly 6
b b GO Bilagsly 40% Loadd folys )4 Ceodss a3y 8 i yaS odSiti 45 1 lilingd Lis) gl
ageisgsS Higaled G (5 el giye SlotnS o laidy 7 il (5, LS 945,05 o S oaliids
oniddig 35 )5 Syt sty o onoafitor oSy o Blisain 35 ol Blitsyalia Syt iy yy
98 geoadad o gpuniley b 35 oS oga oS s i pue (il pugiaisas Sy Wigmly
2 Gl Bl it os,alialis Slasyl g T Lyt alooilSaz (H7Lbsn , Y iy conditilpd ot
g il ST

8 Nicas, Zhong, and Wakabayashi, Censorship, Surveillance and Profits.

9 Caster, Apple Says it Cares about Digital Rights.

91 O’Flaherty, Apple Slams Facebook and Google.

92 Apple, China Mainland: Transparency Report, July—December 2022.

93 Tech Transparency Project, Apple Is Censoring Its App Store for China; Eko, 40% of Shareholders Defy
Apple Management in Vote on China Cyber Surveillance, 26 February 2020.

% J. Rydzak, Dissecting Big Tech’s Shareholder Showdown, Ranking Digital Rights, 16 June 2022; A.L.
Nabors, Is Momentum on Tech Shareholder Activism Stalling? How to Reinvigorate It in 2024, Ranking Digital
Rights, 5 July 2023.

27


https://www.nytimes.com/2021/05/17/technology/apple-china-censorship-data.html
https://www.article19.org/resources/apple-cares-about-digital-rights-unless-youre-in-china
https://www.forbes.com/sites/kateoflahertyuk/2022/05/25/apple-slams-facebook-and-google-with-bold-new-privacy-ad
https://www.apple.com/legal/transparency/cn.html
https://www.techtransparencyproject.org/articles/apple-censoring-its-app-store-china
https://www.eko.org/media/40-of-shareholders-defy-apple-management-in-vote-on-china-cyber-surveillance/
https://www.eko.org/media/40-of-shareholders-defy-apple-management-in-vote-on-china-cyber-surveillance/
https://rankingdigitalrights.org/2022/06/16/dissecting-big-techs-shareholder-showdown/
https://rankingdigitalrights.org/2023/07/05/is-momentum-on-tech-shareholder-activism-stalling-how-to-reinvigorate-it-in-2024/

’ ARTICLE 19
9535+

Microsoft Bing $5¢£33~ ¢ slisisas Jluw

Oalys 683852 Lo-2023 Loas il aalle CoiSB Ysay loo 53L o588~ Bing sy (5,950 ves5.5 Es Microsoft
(wy)ﬁfm)u“é)}“s“ él‘”ﬁfjﬂ-" ¥ Peakls L*‘-Df“ Red5 éjﬁ?'l uS-"ﬁ'fjéb i o-"*-’)ﬁjl* o35 Sovzdd
3135 10053l 5K852 1955 RAllaiguy, aKiplas

0355 il 58 5 i iy Lond gLy i oSl il o358 8L Bing
S8 s Elal,-2023 .96(5\;_.3}()3)‘,1.?..4)5»)5454_‘; Huasdas 5 Waaiae Lo, e j5Siam S
(Y95} 35,5550 Elbiangds (20355 gz 8 S099858 el W3 amsrniits OLLEAS oy ¢ gmailinas 2
Ssege pisd 0f  glos Sonsplanias Jesps Bing capnlil Wlisss . Ve guadis o
PLisg3 (039888 Al a3 335 o oLy (5,930 038 oLl ligf8har gtmns (AY95000) 35 305 05
Ol e3s ol (inid jgyi) 2513555505 ELo plsaS ot Jaiar wliiisas 3 P00l 5880 (03 jabStpsas

g8 Lo udlagS pund iy aSa o500 afhs Jasalisnds el waosj¥ss

Lot S Fa ¥ 3235 Sooian SClsaS,a a0 Loyl SL L SiliaSCisaliamgus samms jos L Lnils ELs Microsoft
IB7 Lo2014 L s sl eLliall s anye; cposyds el s a3,allSjan liarings &L Microsoft
ks 355l Y Iadandd (ol 295 g 35815 5083085 Lo Y Iadanas 505 o ey il 4 S39833> &L Microsoft
Gulidly 1558850 Bing (Ly-2019 .9 S asie s Ybgles sbls s tes¥ie lasaS s of olald (3l
0382 of s SliaSiog s 5 195 733 (345 oo dnyo) Lo 355 «idiliogy jal 8l 58S 35 iogloy o Ladls CoilSas
mibloslds Lals we,lny aziuslsy 5 Bing oS, Microsoft . lels W5 uSidiaSEes sl e
Sl I 895 pummias 0335 ELs Bing (5,2 K15 ELs Microsoft e 5| o ) ELs Microsoft cossas,siisale jas
Lowdd « GuSilsaS jg=aS il (5,ab5gS - lados « Wy Lias o SibaSy55555  5)a) «oaogun by Halo b 80s
il deted 595 5o BBoo (idbilosads 5 Sh oawie Glisleds o culS asesyi» o Microsoft
5l el 5 BING cass o202 o5 Lon 2021 005 50 05l 03 € il 5 ohesh ik

axkidls Bing Sgulle . a8ysaly bbbl oalas pliiis gl apiiBlh i ladil o s Eliloginlb 8Lt LS 8
01 JaZs goiainge  soogau Eliiuiisgs

b sy el Le(ibilad jopip) ilile )Ly ol 55,5080 aiannns aSlhospd EL3 Bing «lge 00 Moy 35
0x3afonsd 5 ¥3lL G Ll «pesaliay (BRI 30)Ioipm dpas ioasas SL lads pJ8s (L,-2009
abosys (AT )osnzdpias lads 3ol Laas Ly HaSin 5 a8 lomsas [mos58 Soon g «@dlsls
oesys Eissss Microsoft | 102.aSis 15 a8« pulamdas sy Lol Sawd)legS (ls¥ g S0y
i U355 S Gl o il 85 i, g (bl ) SIS 3.5 o

% A. Hasnain, Microsoft Bing Emerges as China’s Favorite Search Engine, Digital Information World, 24 May
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108 M. Caster, Vietnam: Confronting Digital Dictatorship, ARTICLE 19, 12 September 2023.

99 Independent researchers (anonymous), K. Koh, and S.N. Samsudin, iMAP State of Internet Censorship
2022 — Vietnam, OONI, 23 December 2022.

10 Freedom House, Freedom on the Net 2022: Vietnam and Freedom on the Net 2023: Vietnam (both citing
Vietnamese-language government sources).

"1 J. Pearson, Insight: How Vietnam's ‘influencer’ Army Wages Information Warfare on Facebook, Reuters, 9
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"2 Viet Tan, #StopVNtrolls: Combatting Force 47 and Cyber Censorship, 30 January 2023.
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"% The 88 Project, Database of Persecuted Activists in Vietnam.

116 Penal Code, No. 100/2015/QH13, 27 November 2015, English translation.

"7 OHCHR, Viet Nam: Arrests Send Chilling Message before Key Party Meeting — UN Experts, 14 January
2021.

118 Articles 24—25. The requirements are slightly different for each category. Aggregated information websites
appear to have a stronger obligation to screen for and remove prohibited content, while social networks must
avoid providing it.

"9 Caster, Vietnam: Confronting Digital Dictatorship; Global Network Initiative, GNI Submission to the
Government of Vietnam on Potential New Decree 72 on the Management, Provision and Use of Internet
Services and Online Information, 2023.

120 | aw on Cybersecurity, No. 24/2018/QH14, 12 June 2018, English translation, Articles 16(6) and 26(2).

121 Law on Cybersecurity, Article 17(2).

22 _aw on Cybersecurity, Article 26.
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123 pwC, Decree 53 Guiding Cybersecurity Law, PwC Vietnam Legal NewsBrief, 8 September 2022.
124 KPMG, Legal Alert, September 2022. An English translation of this Decree could not be located.

125 Reuters, Vietnam to Require Social Media Users to Verify Identity, 9 May 2023; BBC, Vietnam to Crack
Down on Anonymous Social Media Accounts, 9 May 2023.

126 Reuters, Vietnam to Require 24-Hour Take-Down for ‘False’ Social Media Content, 4 November 2022.
27 BBC, Vietnam to Crack Down.
128 Baker McKenzie, Vietnam: Updated Amendments that Affect Internet Services, Client Alert, August 2021.
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2% Freedom House, Freedom on the Net 2021: Vietnam. See also a government claim that three platforms
had response rates of over 90% to government removal requests in 2023: Tuoi Tre News, TikTok Signs
Document to Admit Wrongdoing in Vietnam, 1 July 2023.

130 Google, Transparency Report, Government Requests to Remove Content, indicates that it complied with
most of the 848 requests to block 31,626 items of content which it received from January 2021 to December
2022).

131 Amnesty International, Vietnam: Let Us Breathe! Censorship and Criminalization of Online Expression in
Viet Nam, 30 November 2020.

1321 . Le, Vietnam Pressures TikTok to Censor More Content or Face a Ban, Rest of World, 24 May 2023; F.
Potkin, TikTok Booms in Southeast Asia as It Picks Path through Political Minefields, Reuters, 28 August 2020.
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165 International Crisis Group, Myanmar’s Military Struggles to Control the Virtual Battlefield, 2021.

166 Assistance Association for Political Prisoners, Daily Briefing in Relation to the Military Coup, 16 October
2023.

167 International Commission of Jurists, Myanmar: A Year after Military Takeover, No Rule of Law or Judicial
Independence, 10 February 2022.

168 Free Expression Myanmar, New Report: 505A Act of Revenge, 31 January 2022.
89 Human Rights Watch, Myanmar: End World’s Longest Internet Shutdown, 19 June 2020.
70 Access Now, The Return of Digital Authoritarianism: Internet Shutdowns in 2021, 2022.
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71 ARTICLE 19, Myanmar: Internet Shutdowns Shrouding Torchings and Killings, 23 June 2022.

72 Access Now, Weapons of Control, Shields of Impunity, 2023.

73 International Crisis Group, Myanmar’s Military.

74 Frontier Myanmar, Whitelisted Internet Takes Myanmar Back to a ‘Dark Age’, 30 June 2021; International
Crisis Group, Myanmar’s Military.

75 A. Nachemson, ‘Watermelon Suppression’: Doxing Campaign Targets Pro-Democracy Soldiers and Police,
Frontier Myanmar, 14 March 2022; OHCHR, Myanmar: Social Media Companies Must Stand Up to Junta’s
Online Terror Campaign, Say UN Experts, 13 March 2023.

176 Telecommunications Law, No. 31/2013, 8 October 2013, English translation; MLL Law Library, Pyidaungsu
Hluttaw No. 26/17 : Amendment of Telecommunications Law, 28 August 2017, English translation. For a full
analysis of this law see ARTICLE 19, Myanmar: Telecommunications Law, 2013, March 2017.
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77 Counter Terrorism Law, No. 23/2014, 4 June 2014, English translation.

78 Access Now, Myanmar's ‘Counter-Terrorism’ By-Laws Must Be Denounced for What They Are — lllegal, 19
April 2023. For a partial English translation of the by-laws, see Lincoln Legal Services (Myanmar) Limited,
Counter-Terrorism Rules, 1 March 2023.

79 Lincoln Legal Services (Myanmar) Limited, Counter-Terrorism Rules, Rule 80(d).

180 | aw Protecting the Privacy and Security of Citizens, No. 5/2017, 8 March 2017, English translation (with
post-coup military changes integrated).

181 Myanmar News Agency, Amendment of Law Protecting the Privacy and Security of the Citizens, 13
February 2021, English translation, 14 February 2021.

182 Electronic Transactions Law (Consolidated Version) based on State Peace and Development Council Law
No. 5/2004, 30 April 2004, English translation incorporating 2014 amendments and 2021 post-coup changes.
183 Allen & Overy, Update from On the Ground: Changes to the Electronic Transactions Law and the Impact
on Financial Institutions operating in Myanmar, 15 March 2021, 2.
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84 See description of developments at Myanmar Centre for Responsible Business, Update on Draft
Cybersecurity Law and its Impacts on Digital Rights and the Digital Economy, 15 February 2022; ARTICLE
19, Myanmar: Scrap Cyber Security Draft Law and Restore Full Internet Connectivity, 12 February 2021.

85 Free Expression Myanmar, Cyber Security Law (Draft), State Administration Council Law No.-/2022,
English translation with annotated changes from the earlier draft. For analysis and commentary on this draft,
see Centre for Law and Democracy, Myanmar: Note on New Draft Cyber Security Law, April 2022; Access
Now, Analysis: The Myanmar Junta’s Cybersecurity Law Would Be a Disaster for Human Rights, 27 January
2022; Free Expression Myanmar, Military’s Cyber Security Bill Worse Than Their Previous Draft, 27 January
2022.

'86 R. Frankel, An Update on the Situation in Myanmar, Meta, 11 February 2021.
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'87 International Crisis Group, Myanmar’s Military.

88 H.0. Faxon, K. Kintzi, V. Tran, K.Z. Wine, and S.Y. Htut, Organic Online Politics: Farmers, Facebook, and
Myanmar’s Military Coup, Big Data and Society, 16 April 2023.

189 Reuters, Attacks on Myanmar Telecom Towers Show Evolving Tactics in Conflict, 17 September 2021.

190 F. Potkin and P. McPherson, How Myanmar’s Military Moved in on the Telecoms Sector to Spy on Citizens,
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